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IEC 61850 and OMICRON 

• OMICRON contributes to all demonstrations 

since the beginning (2002, 2004, 2006) 

 

• Employees of OMICRON are authors and 

contributors of parts of IEC61850, active 

members of WG 10 and national comitees 
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Types of Tests 

• Conformance Test 

• Performance Test 

• Functional Test 

– during FAT (Factory Acceptance Test) and SAT (Site 

Acceptance Test) 

– routine tests 
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Conformance Testing 

• IEC 61850-10 

• Cooperation with the UCA International Users Group 

PICS 

 

PIXIT 

 

MICS 

documents 

manufacturer 

 

Test 

procedures 

 

test laboratory 
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Performance Testing 

• Timing Performance 

– IED performance 

– Network performance 

 

 

 

 

• IEC 61850-5: 

– Performace requirements 

 

• IEC 61850-10 

– „Performance metrics“: what should be measured! 
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Functional Testing 

• not specified by the standard... 

• ... but some Test Features are defined! 
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Overview 
IEDScout 

Primary Test Set (CPC) 

SV Scout 

Secondary Test Set (CMC) with Test Universe Software 

GOOSE Configuration Module 

SV Configuration Module 
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MU CB 

Network 

GOOSE 
C/S 

IED 1 IED 2 SCADA 

SV 

Client- 

IEDScout  

Test Set 

SVScout 

What to test 
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IEDScout  

• Test Client 

• Read and Browse Data Models 

• GOOSE (Visualisation, Sniffing, 

Simulation) 

• Creation of ICD-files 

• Report 

• Control 

• General Interrogation 

• …. 
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Sniffing of Client Server Traffic 

• Listen to „foreign“ traffic 

– C/S is point-to-point, no multicast 

– Only destination receives packets 

– conection for IEDScout, mirror ports, TAPs 

Client 
(Station Control) 

Server (IED) 

Mirror Port 

Request Request 

Response Response 

Response Request 
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Event List 
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Search, Filters, Export 

• Search and Filter 

– Focus the scope and find specific messages 

 

 

• Export Data in PCAP Format 

– Analyze with external tools (e.g. Wireshark) 

 

• Export to text file 

– File or Clipboard 

– For documentation 
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The Vision: Fully Networked Protection Testing 

 

GOOSE 

SV (Sampled Values) 

Test Set Protection 

Relay 
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CMC Test Sets 
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GOOSE Configuration Module 

Binary Inputs 
(physical or virtual) 

Binary Outputs 
(physical or virtual) 

GOOSE 

Subscriptions 

GOOSE 

Simulations 

Test Modules 

Network 

Mappings 
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GOOSE Configuration Module 

Configuration 

SCL Import 
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GOOSE Configuration Module 

• Paste sniffed GOOSE from IEDScout 

• Simulations 

• Can be used with every other test module 

• Almost unlimited number of GOOSEs 

• Synchronization possible 

• …. 
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Sampled Values Configuration Module 

• Profile of IEC 61850-9-2: "9-2LE" 

• Can be used with all other 

modules 

• Several streams possible (up to 3) 

• Synchronization possible 

SV (Sampled Values) 

Process Bus 

3 x U 
3 x  I 
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SSM 2008 

How It Fits Together 

SCL File 

Configuration 

Modules 

IEDScout 

GOOSE 

Manual 
Configuration 

Sampled 

Values 

System 

Configurator 

Online 
GOOSE IDs 

COMTRADE 

GOOSE 
Recording 
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SVScout 

• Oszilloscope view of Sampled Values 

• Phasor Diagram 

• Recording and export as Comtrade 

• Detail information about streams 

• …. 
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Testing in IEC 61850? 
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Test and Simulation of Sampled Values  

(and GOOSE) acc. to Edition 2 

IED 

svID=SV1 

Simulation=FALSE 

svID=SV1 

Simulation=TRUE 

LPHD 

 Sim=FALSE 

LPHD 

 Sim=TRUE 

23 
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OMICRON Solutions 
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Closed Loop Test with MU and SV  


