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Sadržaj

Seminar

PRIMJENA NORME IEC 61850 TE NJEZIN UTJECAJ NA RAZVOJ OPREME

Zagreb, 14. ožujak 2013.



Integracija i automatizacija EES-a

Seminar

PRIMJENA NORME IEC 61850 TE NJEZIN UTJECAJ NA RAZVOJ OPREME

Zagreb, 14. ožujak 2013.



IEC 61850 – Motivacija

IEC 61850

Seminar

PRIMJENA NORME IEC 61850 TE NJEZIN UTJECAJ NA RAZVOJ OPREME

Zagreb, 14. ožujak 2013.



• Više od komunikacijskog protokola

• Automatizacijska arhitektura

• Tehnološki neovisan 

pristup

• Načela upravljanja

• Razvoj proširenja

• Nove domene

• Globalna 

prihvaćenost

IEC 61850 – Arhitektura

IEC 61850 ed1.0

Seminar
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Zagreb, 14. ožujak 2013.



• Jedinstveno rješenje za komunikaciju u EES-u

• Interoperabilnost opreme

• Globalna prihvaćenost

• Brža i jeftinija integracija novih sustava

• Jedinstvena semantika procesnih podataka

• Primjena izvan domene trafostanica

• IEC 61850 je arhitektura,  a ne tehnologija !

IEC 61850 – Osnove prednosti

Seminar

PRIMJENA NORME IEC 61850 TE NJEZIN UTJECAJ NA RAZVOJ OPREME

Zagreb, 14. ožujak 2013.



IEC 61850 – Povijesni razvoj

UCA 2.0 
(1994)

TC 57 WG 10
(1995)

IEC 61850 ed1.0 
(2004)

IEC 61850 ed2.0
(2005-)

IEC 101, DNP3 
(1991 - 1993)

Tijek razvoja standardiziranih 

komunikacijskih protokola

Seminar
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IEC 61850 – Odnosi među dokumentima

Seminar
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Zagreb, 14. ožujak 2013.



• Nove upravljačke arhitekture

• Velik broj proizvođača 

• Višeslojna struktura

• Integracijski preduvjeti

• Tehnološka i 

platformska neovisnost

• Dugotrajna održivost

• Jedinstveni pristup

Standardizacija integracijskih sučelja
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IEC 61850 ed.1

Seminar
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IEC 61850 ed.2

Seminar
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Smart Grid domene

(Home, Building, 

Industry, EV, Mobility)

(Hierarchy)

Power System
Primary Equipment

Information Management

Seminar
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Smart Grid domene – IEC 61850

(Home, Building, 
Industry, EV, Mobility)

(Hierarchy)

IEC 61850
Substation automation
Distribution automation
Distributed Energy Resources
Hydro Power

Seminar
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Smart Grid domene – CIM

(Home, Building, 
Industry, EV, Mobility)

(Hierarchy)

CIM (IEC 61968, IEC 61970, IEC 62325)
Energy Management Systems
Distribution Management
Market Communication

Seminar
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Smart Grid domene – Automatizacija

(Home, Building, 
Industry, EV, Mobility)

(Hierarchy)

KNX, BacNet, 
Echonet, 

Profibus, D

Seminar
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Smart Grid domene – IEC radne grupe

(Home, Building, 
Industry, EV, Mobility)

(Hierarchy)

Seminar
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• WG 3 - Telecontrol & Teleprotection standards

• WG 10 - IED communications & associated data models

• WG 13 - Energy management systems

• WG 15 - Data & Communication Security

• WG 17 - Communication systems for DER

• WG 18 - Communication systems for Hydroelectric power plants

• WG 19 - Interoperability within TC57 in the long term

• WG 21 - Interfaces and protocol profiles relevant to systems connected 

to the electrical grid

KONČAR – Sudjelovanje u standardizaciji

Seminar
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Zagreb, 14. ožujak 2013.



• Vlastiti razvoj

• PROZA NET SCADA

• MMS (ISO 9506)

• Automatizacija postrojenja

• Interoperabilnost

• Procesna sabirnica

• Certifikacija

KONČAR – Sudjelovanje u standardizaciji

Seminar
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Zagreb, 14. ožujak 2013.



Sadržaj

Seminar
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IEC 61850 – Osnovna arhitektura sustava

IEC 61850 ed1.0

Seminar
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Zagreb, 14. ožujak 2013.



IEC 61850 – Sučelja

Control
Center HMI Engineering

Ethernet
Switch

Router

Station Bus

Process
Bus

Seminar
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IEC 61850 – Pregled

Seminar

PRIMJENA NORME IEC 61850 TE NJEZIN UTJECAJ NA RAZVOJ OPREME
Zagreb, 14. ožujak 2013.



IEC 61850 – Odnosi među dokumentima

Seminar
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IEC 61850 – Primjena u praksi

Seminar
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Sadržaj

Seminar
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IEC 61850 – Podatkovni model

• Hijerarhijski funkcijski-orijentiran model

• Objektno orijentirano modeliranje

• IEC 61850-7-2 (Osnovni model)

• IEC 61850-7-3 (Podatkovne klase)

• IEC 61850-7-4xx (Domena)
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IEC 61850 – Modeliranje sustava

Seminar
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IEC 61850 – Modeliranje sustava

XCBR

TCTR

GGIO

TVTR

ATCC

Tap Changer Controller

Voltage Transformer

Current Transformer

General Input / Output

Circuit Breaker

ICIRC

RFLO

RDRE

PDIS

Disturbance Recorder

Distance Protection

Fault Locator

MMXU

Measurement Unit

CSWI

Monitoring for Arcs

GAPC

Automatic Process

Control

limit

overflow

sum of switched

current

distance

instantaneous

(record)

reactance

RMS

demand

circulating

current

Physical Device Bay Controller
Single Line Diagram

examples for some current related data

SARC

switch

control
Switch control
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IEC 61850 – Logička čvorišta

Group indicator Logical node groups
A Automatic Control

C Supervisory control

D DER

F Functional blocks

G Generic Function References

H Hydro power

I Interfacing and Archiving

K Mechanical and non-electrical primary equipment

L System Logical Nodes

M Metering and Measurement

P Protection Functions

Q Power Quality Events Detection Related

R Protection Related Functions

S Supervision and Monitoring

T Instrument Transformer and Sensors

W Wind power

X Switchgear

Y Power Transformer and Related Functions

Z Further (power system) Equipment

Seminar
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IEC 61850 – Logička čvorišta

Common logical node information

Logical node
Logical node information

information independent from the dedicated 

function represented by the LN, e.g., mode, health, 

name plate, etc.

information representing either the status of the 

process or of the function allocated to the LN, e.g., 

switch type, switch operating capability, etc. 

Status information

information needed for the function of a logical 

node, e.g., first, second, and third reclose time, 

close pulse time, and reclaim time of an 

autoreclosing function.

Settings

are analogue data measured from the process or

calculated in the functions like currents, voltages, 

power, etc., e.g., total active power, total reactive

power, frequency, net real energy since last reset, 

etc.

Measured values

are data which are changed by commands like 

switchgear state (ON/OFF), tap changer position or 

resetable counters, e.g., position, block opening, 

etc.

Controls

• Semantika procesnih

podataka 

• X(grupa)+ YYY(funkcija)

Seminar
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IEC 61850 – Dekompozicija funkcija

I
HM
I

.
Sy.Switch
.
Dist.Prot.

O/C Prot.

Breaker

Bay CT

Bay VT

BB VT

Logical
Nodes

[---------P
h

ysical D
evices-------]

1

2

3

4

5

6

7

X

X

Distance
protection

X

X

X

X

Synchronised
CB switching

X

X

X

X

X

Overcurrent
protection

X

X

X
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IEC 61850 – Dekompozicija funkcija

LN2

LN3

LN1

LN6

LN4
LN5

PD1

PD3

PD2

F1

F2
PC13

PC23

PC12
LC36

LC56
LC14

LC35

LC12

LN0

LN0

LN0

Seminar
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IEC 61850 – Modeliranje sustava

Status
(value, quality, timestamp)

Control
(value, originator, ControlNum)

Position

bad-state
on
off
intermediate

Control
(value, originator, ...)

Block to open

Status
(value, quality, timestamp)

on
off

on
off

on
off

...

origin
ctlNum
stVal
q
t
...

DPC

... ...

IEC 61850-7-3

Common Data Classes (CDC)

IEC 61850-7-4

Logical Nodes and Data classes

XCBR

A substation automation function

e.g. of a circuit breaker

A substation automation function

e.g. of a circuit breaker
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origin
ctlNum
stVal
q
t
...

SPC
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IEC 61850 – Modeliranje podataka

LD LN

E1QA5

E1QA5

E1QA5

E1QA5

LD5

E1QA5

E1QA5

E1QA5

E1QA5

/XCBR

/XCBR

/XCBR

/XCBR

/YPTR2

/XCBR8

/XCBR8

/XCBR8

/XCBR8

Data

.Pos

.Pos

.Pos

.Pos

.Temp

.Pos

.Pos

.Pos

.Pos

DAttr.

.stVal

.q

.t

.ctlModel

.mVal.i

.mVal.f

.stVal

.q

.t

.ctlModel

ST

ST

ST

CF

MX

MX

ST

ST

ST

CF

FC

class or

instance

instance # 8

instance # 2

ObjectReference

Object
Name

Object
Name

Object 
Name

Object
Name

Seminar
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IEC 61850 – Logička čvorišta

Logical Node: Circuit breaker Name: XCBR
Data-Class DataName Common Data Class 

(CDC)
M/
O

Basic Logical Node information
Mode Mod ENC - Controllable Integer Status O

Behaviour Beh ENS - Integer Status M

Health Health ENS - Integer Status O

Name plate NamPlt LPL - Logical node name plate O

Local control behaviour Loc SPS - Single point status M

External equipment health EEHealth ENS - Integer Status O

External equipment name plate EEName DPL - Device name plate O

Operation counter OpCnt INS - Integer Status M

Controllable Data
Switch position Pos DPC - Controllable Double Point M

Block opening BlkOpn SPC - Controllable Single Point M

Block closing BlkCls SPC - Controllable Single Point M

Charger motor enabled ChMotEna SPC - Controllable Single Point O

Seminar
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IEC 61850 – Podatkovne klase

DPC class
Data attribute name Type FC TrgOp Value/Value range M/O/C

DataName Inherited from GenDataObject Class or from GenSubDataObject Class (see 

IEC 61850-7-2)

DataAttribute
status and control mirror

origin Originator ST AC_CO_O

ctlNum INT8U ST 0..255 AC_CO_O

stVal CODED ENUM ST dchg intermediate-state | off | on | bad-state M

q Quality ST qchg M

t TimeStamp ST M

stSeld BOOLEAN ST dchg O

opRcvd BOOLEAN OR dchg O

opOk BOOLEAN OR dchg O

tOpOk TimeStamp OR O

substitution and blocked

subEna BOOLEAN SV PICS_SUBST

subVal CODED ENUM SV intermediate-state | off | on | bad-state PICS_SUBST

subQ Quality SV PICS_SUBST

subID VISIBLE STRING64 SV PICS_SUBST

blkEna BOOLEAN BL O

configuration, description and extension

pulseConfig PulseConfig CF dchg AC_CO_O

ctlModel CtlModels CF dchg M

sboTimeout INT32U CF dchg AC_CO_O

sboClass SboClasses CF dchg AC_CO_O

operTimeout INT32U CF dchg AC_CO_O

d VISIBLE STRING255 DC Text O

Seminar
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IEC 61850 – Aplikacijski servisi

Services (see IEC 61850-7-2)

The following services are inherited from IEC 61850-7-2. They are specialised by restricting the service to attributes with a functional 

constraint as specified below.

Service model of 
IEC 61850-7-2

Service Service 
applies to Attr 

with FC

Remark

GenCommonDataClass model SetDataValues

GetDataValues

GetDataDefinition

GetDataDirectory

DC, CF, SV, BL

ALL

ALL

ALL

Data set model GetDataSetValues

SetDataSetValues

ALL

DC, CF, SV, BL

Reporting model

GSE model

Sampled values model

Report

SendGOOSEMessage

SendGSSEMessage

SendMSVMessage

SendUSVMessage

ALL

ST, MX

ST

ST, MX

ST, MX

as specified within the data set that is used to define the content of 

the message

Control model Select

SelectWithValue

Cancel

Operate

CommandTermination

TimeActivatedOperate

parameters for control services

Service parameter name Service parameter 
type

Value/Value range

ctlVal BOOLEAN off (FALSE) | on (TRUE)

Seminar
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IEC 61850 – Primjer podatkovnog atributa

Seminar
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• Domenska proširenja

– Trafostanice (-7-4)

– Hidroelektrane (-7-410)

– Distribuirani izvori (-7-420)

– DC/AC pretvarači (-90-7)

– Punionice elektromobila (-90-8)

– Baterijski sustavi (-90-9)

IEC 61850 – Podatkovni model (prošrienja)

Seminar
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IEC 61850 – Pravila proširenja modela

Take a decomposed

function

Does a

standard LN meet the

function?

Use LN as is

Configure all LNs

YES NO

Is it sufficient

to add just more

DATA?

YES NO

Define new LN

Need only

standard DATA?

YES NO

Define new LN and

use existing DATA

Define new LN, use

existing DATA and 

add new DATAa)

Decompose the

required functions

Additional function

to be modeled?

YES NO

(2) (3)

(1)
(4)

(5)

Use LN as is, define 

and add new DATAa)
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Sadržaj

• Arhitektura 

• Arhitektura IEC 61850 sustava

• Informacijsko modeliranje 

•

• Implementacijski zahtjev

• Konfiguracija 

Seminar
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IEC 61850 – Razmjena informacija

IEC 61850

Client Server Server

Client/Server Peer-to-peer

IF
IF

IF

IF IF

IF

IF = interface

Client Server Server

Peer-to-peer

Seminar

PRIMJENA NORME IEC 61850 TE NJEZIN UTJECAJ NA RAZVOJ OPREME
Zagreb, 14. ožujak 2013.



IEC 61850 – Osnovna arhitektura sustava

IEC 61850 ed1.0

Seminar
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IEC 61850 – Razmjena informacija

Seminar
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IEC 61850 – ACSI definicija

Parameter name

Request

Parameter 1...

Parameter n

Response+

Parameter 1...

Parameter n

Response−

Service_req

Service _rsp+ (success)

Client Instance

Service _req

Service_rsp+ (success, errors)

Service _req

Service _rsp- (error)

Seminar
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IEC 61850 – Razmjena informacija

Data

Data
Set, Operate, .. <values>

Report <values>

Get, GetDef, ...

Data

multicast <values>
Data

IED

IED

IED

IED

IED

IED

<values>

� Primanje:

– spontano

– na zahtjev

– na pretplatu

� Slanje:

– na zahtjev

– na pretplatu

Seminar
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IEC 61850 – Razmjena informacija

Physical Device

Data

ACSI Services

ACSI Server

request

response
I/O data

Application

Multicast
(peer-to-peer)

I/O data

Data

Data

Physical Device

ACSI Client
report

Application

ACSI Server

Data

Data

Physical Device

Application

GSE messages or 
sampled measured 

values I/O data

publisher

subscriber

subscriber

Time critical
communication

� Vertical ACSI:

– clijent/server

� Horizontal ACSI:

– publish/subscribe

Seminar
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IEC 61850 – Razmjena informacija

IED

Output (Signal)

to process

Online Management 

Online Selfdescription

GOOSE / SMV

Input (Signal)

from process

various control services

DATA

DATA

Reporting

4

Reporting/Logging

GOOSE/SMV

control

various services
5

7

6

1

GOOSE / SMV local
3

Control response
2

Seminar
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contains 1..n

contains 0..n

DATA-SET

contains 0..n

contains 1..n

DataObject

13

16

17

17

17

17

18

19

19

20 21

23

7

9

10

11

Control Blocks

contains 1..n

refers to 0..n

influences

contains 0..n

contains 0..n

contains 0..1

contains 0..n

contains 0..n

contains 0..n

contains 0..n

refers to one

xx reference to clause in this part

Log

GOOSE
Control Block

Multicast Sampl. 
Value Control Block

Unicast Sampl. 
Value Control Block

Setting Group
Control Block

may refer to one

Control

Time

File 
systemGenServer

LogicalDevice

LogicalNode

Buffered Report
Control Block

Unbuffered Report
Control Block

Log Control
Block

contains 0..ncontains 0..1 File 
directory

contains 0..n
File

is associated with 0..1
Service 
Access 
Point

TPAppAssociation

MCAppAssociation

contains 0..n

contains 0..n

contains 1..n

is associated with 0..n

is associated with 0..n

12

Tracking

14

Instance of

influences

influences

15 20

IEC 61850 – Informacijski model + ACSI servisi

ACSI Services (7-2)

LogicalDeviceDirectory

GetAllDataValues

GetDataValues

SetDataValues

GetDataDirectory

GetDataDefinition

GetDataSetValues

SetDataSetValues

CreateDataSet

DeleteDataSet

GetDataSetDirectory

Report (Buffered and Unbuffered)

GetBRCBValues/GetURCBValues

SetBRCBValues/SetURCBValues

GetLCBValues

SetLCBValues

QueryLogByTime

QueryLogAfter

GetLogStatusValues

Select

SelectWithValue

Cancel

Operate

Command-Termination

Seminar
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IEC 61850 – Informacijski model + ACSI servisi

Time Synchronisation File TransferAssociation

Server

values

Sampled

measured

values

GOOSE/GSSE

Logical Node

ControlControl

SubstitutionSubstitution

Reporting

and Logging

Data

Data

Set

Get/SetGet/Set

Dir/DefinitionDir/Definition

ReportReport

SMVSMV

Setting GroupActivateActivate

Logical Device nameplate, health

GSSEGSSE

GOOSEGOOSE

Seminar
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IEC 61850 – Informacijski model + ACSI servisi

substitution

status

Pos
Status value “stVal”

Quality
Time stamp
...

Substit. enable
Substit. value
...

Pulse configuration
Control model
SBO timeout
SBO class

XCBR

Control services
Select
Operate
Cancel
…

configuration,
description, 
and extension

BlkOpn

Controls

Operate <ON>

Report <ON>

Log

Configure

Substitute

Selfdescription

Trip <OFF>

11

22

33

44

55

66

77
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IEC 61850 – Pregled i upravljanje modelom

LD

LNLN LN

GetLogicalDeviceDirectory 

(LDName)
response (LNNames)

Data
Object

Data
object

GetLogicalNodeDirectory 

(LNName)

response (DataObjectNames)

GetDataDirectory (DataObjectName)

response (DAttrNames)

response

GetDataDefinition (DataObjectName)

or (DName.Attr)

Server

LD

GetServerDirectory (LD or File)
response (LDNames or

FileNames)

(all DAttr Definitions)

or (one DAttr Definition)
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IEC 61850 – Reporting & Logging

Logging

Log

formatting

Log
Object

Query

Log
Entry

LCBName

LogEna

DatSet

TrgOps (dchg,

qchg, dupd, integrity)

Reporting

Buffered Report

Buffer

Unbuff. Report

BRCBName

RptEna

PurgeBuf

DatSetBufTim

IntgPd
TrgOps (dchg, 

qchg, dupd, integrity, gi)

URCBName

RptEna DatSet
IntgPd

TrgOps (dchg, qchg, 

dupd, integrity, gi)

Report

formatting

Report

formatting

Grouped by

Data

Set

range

of value

deadbanded 

value

quality

of value

timestamp

data change

(dchg)

data change

(dchg)

quality 

change

(qchg)

instantaneous

measured

value

internal events

range

of value

deadbanded 

value

quality

of value

timestamp

data change

(dchg)

data change

(dchg)

quality 

change

(qchg)

instantaneous

measured

value

range

of value

deadbanded

value

quality

of value

timestamp

data change

(dchg)

data change

(dchg)

quality change

(qchg)

instantaneous

measured

value
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IEC 61850 – Reporting

client server

initiate subscription 
establish and 

enable subscription 

configure buffered RCB

enable buffered RCB

monitor values of

members of data set

report values
wait for reports,

receive reports

association lost 
continue monitor 

values of members of

data set and buffer

values

continue reporting

(buffered and new)

association available 

disable subscription 
disable buffered RCB

disable subscription 

sequence-of-events (SoE)

Seminar

PRIMJENA NORME IEC 61850 TE NJEZIN UTJECAJ NA RAZVOJ OPREME
Zagreb, 14. ožujak 2013.



IEC 61850 – Logging

client server

initiate logging of a

single Log CB
establish and 

enable a Log CB 

configure Log CB

enable Log CB

query log entries

association opened 

ListOfLogEntries 

disable a Log CB 
disable Log CB

disable a Log CB 

sequence-of-events (SoE)

LOG

association closed

LCB
Set

Data

Set

LCB
Set

Data

Set

LCB
Set

Data

Set
query log by entry/time 

log 

entry
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IEC 61850 – Upravljanje

Service

Request

State Machine

C
h

e
ck

 

co
n

d
it

io
n

s

Signal

Conditioning

value

Output (Signal)

to process

Input (Signal)

from process

Control/Setpoint resp.

Command termination

ON

OFF

XCBR.Pos

Control

attrib.

Set control attributes

status

XCBR.Pos.stVal

Control

model

XCBR.Pos.ctlModel
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IEC 61850 – Upravljanje (detaljno)

  
Client Control object Operated device 

SelVal_req (off) 

SelVal_rsp+ 

Oper_req(off) 

Oper_rsp+ 
Activate output 

Between 

Off 

Activation of the 
device 
mechanism 

Report_req(off) 

Acquisition of 
status input 
from device 

Deactivate output CmdTerm_req+ 

The report 
service is 
described in the 
reporting model 

Select 

• Tipovi

• SBO / Security

• Složenosti

• Nadležnosti
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IEC 61850 – Postavne vrijednosti
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IEC 61850 – Postavne vrijednosti
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IEC 61850 – Praćenje ACSI servisa

Seminar

PRIMJENA NORME IEC 61850 TE NJEZIN UTJECAJ NA RAZVOJ OPREME
Zagreb, 14. ožujak 2013.



IEC 61850 – Horizontalna komunikacija

samples of 
measured values

GOOSE

Sampled MV

GOOSE

SMV

GoCBRef DatSet

MsvCBRef DataSetRef
SvEna

ConfRev

SmpRate

Grouped by

Data

Set

Grouped by

Data

Set

GOOSE
formatting

SMV
formatting

Application

Application instantaneous
measured

valueinstantaneous
measured

valueinstantaneous
measured

value

instantaneous
measured

valuestatus
value

any data value

status
value

publisher

publisher

GoEna

ConfRev

NdsCommulticast

unicast or 

multicast
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IEC 61850 – Uobičajena primjena

NetworkNetwork

HMI

computer

real devices

Command “Close“Command “Close“

Report (closed)

Circuitbreaker1

- Position

model of circuit breaker 

in a real interface

bangbang
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IEC 61850 – Uobičajena primjena (detaljno)

� Odnos među dijelovima 

standarda

� Funkcionalnosti

upravljanog 

sustava

XSWI (disconnector)XSWI (disconnector)

IEC 61850-7-4

XCBR (circuit breaker)XCBR (circuit breaker)

Pos (DPC)
Compatible

logical node classes 

and data classes

IEC

61850-7-3
Common 
data classes

Pos (DPC)

(DPC) Controllable Double Point
(common data class, CDC):

- status value, stVal (ST), (dchg)

- quality, q (ST), (qchg)

- time stamp, t (ST)

- control model, ctlModel (CF)

positionposition

positionposition

real 

devices

IEC 61850-7-2
Abstract communication
service interface

XCBR1XCBR1

Pos
stVal (ST), (dchg)

q (ST), (qchg)

t (ST)

ctlModel (CF)

Operate XCBR1.Pos (on)

Report XCBR1.Pos (on)

Logical Node

Class

Logical Node

Class

Data Class
Operate

Report

real controller

bang
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Usporedba metoda dohvata podataka

Retrieval 
method

Time-
critical 

information 
exchange

Can lose 
changes (of 
sequence)

Multiple
clients to 
receive 

information

Last 
change of 

data 
stored by

Typical client
(but not 

exclusive)

Polling 
(GetDataValues)

NO YES YES – Browser

Unbuffered 
Reporting

YES YES NO – Real-time 

GUI

Buffered 
Reporting

YES NO NO Server Data 

concentrator

Log (used for 
SOE logging)

NO NO YES Client Engineering 

stations
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Sadržaj

1 • Arhitektura 

2 • Arhitektura IEC 61850 sustava

3 • Informacijsko modeliranje 

4 • Komunikacijski servisi

5 • Implementacijski zahtjevi

6 • Konfiguracija
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IEC 61850 – Implementacija
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IEC 61850 – Implementacija
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IEC 61850 – Implementacija (MMS)

LOGICAL DEVICE

Domain

LOGICAL NODE

Control Blocks

DATA-SET

Information

Models

use

MMS Named

VariableList

map

map map

MMS Named

Variable

Control

Block

Attributes

Control

Block

Behavior

IEC
61850-7-2

IEC 61850-7-4

IEC 61850-8-1
MMS message*

IEC 61850-7-3
Common DATA

Classes

DATA

MMS Named

Variable

LOG

MMS

Journal

map

Control Blocks

(BRCB, URCB, GoCB,... LCB)

GetDataValues -> Read
SetDataValues -> Write

xyz = MMS object
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IEC 61850 – Implementacija (MMS)

What to be mapped? Maps to 

Logical device (contains logical nodes);

IEC 61850-7-2

MMS domain

Logical nodes (contains data);

IEC 61850-7-4

MMS named variable

Data;

IEC 61850-7-4

MMS named variable (and structured 

components of the named variable representing 

the “logical node data”)

Data attribute;

IEC 61850-7-3

MMS named variable (and structured 

components of the named variable representing 

the “data”)

Data set:

IEC 61850-7-2

MMS named variable list

Control blocks (attributes);

IEC 61850-7-2

MMS named variable

Control blocks (behaviour);

IEC 61850-7-2

Needs to be programmed as defined in 

IEC 61850-7-2

Log;

IEC 61850-7-2

MMS journal
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IEC 61850 – Implementacija (MMS)

MMSpdu ::= CHOICE { ...

. unconfirmed-PDU  [3] IMPLICIT SEQUENCE { ...

. . CHOICE { ...

. . . informationReport  [0] IMPLICIT SEQUENCE { ...

. . . . variableAccessSpecification  CHOICE { ...

. . . . . variableListName  [1] CHOICE { ...

. . . . . . vmdSpecific  [0]  IMPLICIT VisibleString <RPT>}

. . . . . }, -- end of variableAccessSpecification

. . . . listOfAccessResult  [0] IMPLICIT SEQUENCE OF CHOICE { ...

. . . . . . CHOICE {... visible-string  [10] IMPLICIT VisibleString <LLN0$RP$AllRptsCo>}, -- RptID

. . . . . . CHOICE {... bit-string  [4] IMPLICIT  BIT STRING <0011 0000 0>}, -- OptFlds

.  .  .  .  .  .  CHOICE {…binary-time [12] IMPLICIT BINARY TIME <DD DD MS MS MS MS>}, -- TimeOfEntry

. . . . . . CHOICE {... bit-string  [4] IMPLICIT  BIT STRING <0000 1>}, -- InclBS

-- Value(s) - here only one

. . . . . . CHOICE {... structure  [2] IMPLICIT SEQUENCE OF -- Value

. . . . . . . CHOICE {... structure  [2] IMPLICIT SEQUENCE OF -- origin

. . . . . . . . CHOICE {... integer  [5] IMPLICIT INTEGER <3> }, -- origin.orCat

. . . . . . . . CHOICE {... visible-string  [10] IMPLICIT VisibleString <ADM> }} -- origin.orIdent

. . . . . . . CHOICE {... bit-string [4] IMPLICIT BIT STRING <01>  }, -- stVal

. . . . . . . CHOICE {... bit-string  [4] IMPLICIT  BIT STRING <0000 0000 0000 0>}, -- q

. . . . . . . CHOICE {... utc-time  [17] IMPLICIT UtcTime<SS SS SS SS QQ MM MM MM>}, -- t

. . . . . . . } -- end of „Value“ 

. . . . . . CHOICE {... integer  [4] IMPLICIT BIT STRING <0100 00>} -- reasonCode

. . . . . } -- end of ListOfAccessResult

. . . . } -- end of informationReport

. . . }

. . } -- end of unconfirmedPDU

. } -- end of MMSpdu

A3 52

A0 50

A1 05

80 03 XX XX XX

A0 47

8A 11 XX XX XX XX XX XX XX XX XX XX 

XX XX XX XX XX XX XX

84 03 07 30 00

8C   06    XX XX XX XX XX XX

84 02 03 08

A2 1D

A2 08

85 01 03

8A 03 XX XX XX

84 02 06 40

84 03 03 00 00

91 08 XX XX XX XX XX XX XX XX

84 02 02 40

MMS Syntax (written in ASN.1) defined in ISO 9506-2 

Interpretation of received message

(Tag values -> ASN.1 syntax (Schema))

2 octets for value

1 octet for the tag; 

1 octet for length; 

2 octets for value
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IEC 61850 – Implementacija (MMS)
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IEC 61850 – Implementacija (GOOSE)

DO

cf-attr

dc-attr

st-attr

mx-attr

DO

cf-attr

dc-attr

st-attr

mx-attr

PublisherSubscriber

ACSI ACSI

GOOSE control

DATA
cf-attr

dc-attr

st-attr

mx-attr

Trans-

mission 

Buffer

Control 

Buffer

Reception

Buffer

GetDataValues.req

GetDataValues.rsp

Publish.req
Pull.req

Pull.rsp

NewData.ind

SetGoCBValues.req

SetGoCBValues.rsp

Local issue

DATA-SET

Local issue

Communication 

mapping specific

CommLoss.ind

Member #1

Member #2

Member #3

FCD

FCD

FCDA

MemberReference 
( = Functionally 
constrained DATA 
or functionally 
constrained DATA-
ATTRIBUTE)

MemberOffset
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T0 (T0) T1 T1 T2 T3 T0

Time of transmission

event

T0 retransmission in stable conditions (no event for a long time).

(T0) retransmission in stable conditions may be shortened by an event.

T1 shortest retransmission time after the event.

T2, T3 retransmission times until achieving the stable conditions time.

IEC 61850 – Implementacija (GOOSE)

Octets 8 7 6 5 4 3 2 1 Notes

Preamble

Start of frame

0

Header

MAC

Destination address

Refer to “Address 

Fields” section.

1

2

3

4

5

6

Source address

7

8

9

10

11

12
Priority

tagged

TPID (see Figure C.4) Refer to ”Priority 

Tagging/VirtualLAN” 

section. 

13

14
TCI (see Table C.1)

15

16 Ethertype (see Table 

C.2)

Refer to “Ethertype 

and Other Header 

Information” section.

17

18
Length 

Start APPID

19

20
Length (m + 8)

21

22 Reserved 1 (see Figure 

C.5)23

24
Reserved 2

25

26

APDU (of length m).

m + 26

m + 27

Extension field (of length 

s)

See to IEC62351-6 

(optional field)

m + 27 

+ s

.
(Pad bytes if necessary)

≤1517

.

Frame check sequence
.

.

≤1521

� Multicast

� Publish/subscribe

� Cikličko slanje
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IEC 61850 – Implementacija (SMV)

• 4800 Hz za zaštitne funkcije

• 14400 Hz za mjerenje

kvalitete eklektične mreže

• Multicast

• Publish/subscribe

• Cikličko slanje
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IEC 61850 – Vremena dostave poruka

f1 f2

Physical device PD1 Physical device PD2

Transfer time t = ta + tb + tc

ta tb tc

Coding 

acc. to

used 

stack

Decoding 

acc. to

used 

stack
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IEC 61850 – Vremenske klase poruka

Transfer time 
class

Transfer 
time [ms]

Application examples:
Transfer of

TT0 >1 000 Files, events, log contents

TT1 1 000 Events, alarms 

TT2 500 Operator commands

TT3 100 Slow automatic interactions

TT4 20 Fast automatic interactions

TT5 10 Releases, Status changes

TT6 3 Trips, Blockings
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Sadržaj

1 • Arhitektura 

2 • Arhitektura IEC 61850 sustava

3 • Informacijsko modeliranje 

4 • Komunikacijski servisi

5 • Implementacijski zahtjevi

6 • Konfiguracija
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IEC 61850 – Inženjering sustava 

• Planiranje postrojenja

• Studija stabilnosti

• Proračuni TS i KS

• Jednopolna shema

• Naručivanje opreme

• Provjera izvodljivosti

• Konfiguracija

• FAT

• SAT

• Analiza rada sustava
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IEC 61850-6 – Model sustava 

Voltage

level
Bay

Equipment

CBR

ConnectivityNode

DIS VTR

IED

AccessPoint
Server LDevice

LNode

Subnetwork

0..*

1..* 1..*

1

1

1

1

1

1

Data

1

1

1

1..*

0,1

0,1

Functional/substation structure

Product / IED structure

Communication structure

Functional/substation structure

Product / IED structure

Communication structure

0..*

Substation

1

1
Terminal

1

1

0..2

SubEquipment

Phase

1

Router

1

Clock

0,1

Function Subfunction

1

1

1Transformer

Client access points 0..*

1

1..*
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IEC 61850-6 – SCL 

• XML  (eXtensible Markup Language) -> Notacija

• IED (Intelligent Electronic Device) -> Relej, upravljački uređaj

• SCL (System Configuration description Language) -> Jezik 

– SSD (System Specification Description) -> Sučelja opreme 

– ICD (IED Capability Description) -> Mogućnosti uređaja 

– IID (Instantiated IED Description) -> Trenutna konfiguracija

– CID (Configured IED Description) -> Konačna konfiguracija

– SCD (System Configuration Description) -> Konačna konfiguracija

– SED (System Exchange Description) -> Sučelja za proširenja
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IEC 61850-6 – Odnos među SCL dokumentima

Phase Bay PAC 
Devices 

Plant 
Application 
/ Substation

What it means

A Standard scheme – template G G G Totally generic SSD

B Standard scheme – defined S G G All HW interfaces fixed SSD

C Standard scheme – applied S S G IEDs fixed ICD, IID 

D Standard scheme: 
Instantiated

Instantiated with small 
variations

S S S Everything fixed, also settings  
(standard scheme applied in reality) 

SCD, CID

S = specific; G = generic; B and C can be one step. 
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IEC 61850-6 – Uređivanje datoteka

(Class)

.scd

TEMPLATE

. icd

instantiate

preconfigure

.cid

Proprietary files

reimport / update

IED configurator

IED configurator

System

configurator

IED1 IED2
IED2

IED2

. iid

1

2

3
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IEC 61850-6 – Identifikacija signala

Part 1 Part 2 Part 3 Part 4

LDName LNName

LN Prefix LN class LN Instance no

DataName DataAttributeName

Defined in IEC 

61850-7-4

configurable

Defined in IEC 

61850-7-3

W1

SB1

Q1

E1

S1

In the communication structure
this connection is identified as

W1E1Q1SB1S1

LD1

LN1 LN2

LD2

LN1 LN2

In theIEDstructurethis LD

is identified as

-E1Q1SB1LD2

In the IED (product)
structure

this LN is identified as

-E1Q1SB1LD2CSWI2

QA1

In the substation structure
this CBR is identified as

=E1Q1QA1

In the substation structure
this LN is identified as

=E1Q1QA1CSWI2

Access point

Bay

Station bus

Voltage level

IED
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IEC 61850-6 – Konfiguracijski ciklus
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IEC 61850 – Rad sa SCL datotekama 

IED

Configurator

IED

DB

Substation

gateway

IED IED IED

File transfer

Local

File transfer

remote

Engineering

Workplace

Engineering

Workplace

System

Configurator

System

Configurator

IED Capabilities

(LN, DO, ] )

Associations,

relation to single line,

preconfigured reports, ...

File transfer and

Parametrization with

IEC61850 services

Engineering
environment

SA system

System specification

(Single line, LNs, ] )

.CID

.ICD

.SSD

.SCD

System

Configurator

System

ConfiguratorSystem Exchange

.SED

.SCD

Other IEC61850 project

with interfaces between

projects

.IID Instantiated IED
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IEC 61850 – Perspektive sustava

Server
Sub

Network

Station

Network

Corporate

Network
Internet

Physical

Point

Physical

Point

Board

Cabinet

Bay

Substation

Logical

Node

Logical

Device

Data

Data

Attribute

Data

Attribute
real things

modelled asconnection 

implemented as

Communication view

(IEC 61850 series)

R
e

ss
o

u
rc

e
 v

ie
w

(b
e

y
o

n
d

 t
h

e
 s

co
p

e
 o

f 
th

e

IE
C

 6
1

8
5

0
 s

e
ri

e
s)

Physical

Device

Substation

Application

Application

Program

Application

Program

Application

Subroutine

Application

Subroutine

Report

Control

Report

Control

Setting

Group

Setting

Group
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IEC 61850-10 – Provjera sukladnosti 

 Test master 
Test monitor 

Load simulator 
Time sync 

HMI 
monitor 

Load simulator 
test sync 

HMI 
monitor 

Device 
configurator 

System 
configurator 

IEC   599/05 

DUT 2 

DUT 3 
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IEC 61850-10 – Opis testiranja

depicted in Annex A. 
 
 
 
 

Test reference  Test purpose � Passed 
� Failed 
� Inconclusive 

Ref. Part Clause and Subclause of IEC 61850 
 

Expected result 
 
 

Test description 
 
 

Comment 

 
 

Figure 3 – Test procedure format 

Area for comments during testing,  
e.g. found problems and remarks 

Definition of the expected 
behavior of the DUT after a step 

Test reference:  
<ACSI-model><[N][p/s]><number> 
e.g. Rp3 Test result 

Test purpose, e.g. test if 
association is set up 
correctly 

References to the 
IEC 61850 documents 
Clause and Subclause 

IEC   600/05 

Step by step description of how 
to perform the test 
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IEC 61850-10 – Certifikati

• UCAIUG (US)

• KEMA (NL)

• TUEV-SUED (DE)

• Server/klijent

• PICS/MICS/PIXIT

• Komunikacija-funkcija

• IEC 61850-100-1 (draft)
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